HENAREI ST

R B
2021F10H23H

songwei@iie.ac.ch

¥ B4 5% f‘ﬁlfiﬁﬁﬁﬁﬁ

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII




=ESyARE

R
FERFRERTIEARAN, ERXEERERSLRE, BIfiRR, BITESI.
FERFHRAFMEZ2Z BN, FASI,

AR ZFR ($FRE) , HRE (TETREERE)
FERFERESITIBEAUTNEFERT ((R) NiEE.
IERTWAFTEZE, TFmE, RESHEIMFAFITEIEL.
RESAHHSKFMREUFAFE LIS,

M :
ITENARREEFTENRR SR L,
EF B8 NEEEinssshs, BT ESFNEFnEEnE, fNaiRsELeis.,

songwei@iie.ac.cn https://wsong83.github.io
2021-10-23



o AME

Sy

- B

— QPERSEIREY
— HEhEZES|E]
- BF

s TR Z(RE
- RESHHE: FEETHIAIT
- WS
- EENEE
- ST

2021-10-23

Al

S LRl

AEHR

=53]
E=S




RIBEEAIZITHY

##tinclude <iostream>
push

lea Oxf5b( ),
push

std::cout << "Hello World!" << std::endl; sub $ox8,
} mov ox212b( ),
callg 401060
mov

int main() {

- mov ( )
hy mov -0x18( ),
éﬁ]‘:l: mov oxfo( , ,1),
test B
je 401126 <main+0x86>
cmpb  $0x0,0x38( )
je 40109 <main+0x59>
.+ AHEEHTHIRL R L GO
mov s
° i[ﬁﬁ{ﬁﬁ%%\@mﬁﬁﬂiZﬁfE%%ﬁ}%}fE%’;% callg 401030 <std::ostream::put(char)@plt>
mov s
callg 401040 <std::ostream::flush()@plt>
BSE (ISA) EWEmEEaEO! add  $exs,

xor ,

pop

S T B R R e S, e
QMBS BT AR ST, reta
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ALEEL (

AHW

long long int a = 0x1122334455667788;

X86-64:

ARM aarché4:

RISC-V RV64:

10820:

2021-10-23

movabs $0x1122334455667788,%rax 48
mov X2, #Ox7788 02
movk  x2, #0x5566, 1lsl #16 c2
movk X2, #0x3344, 1sl #32 82
movk X2, #0x1122, 1sl #48 42
lui a5,0x11 c5
1d a5,-2016(a5) # 10820 83
sd a5,-32(s0) 23
€“1122334455667788”

b8

f1
ac
68
24

67
b7
30

88

8e
aa
c6
e2

Q7
f4

FHEE)

77 66 55 44 33 22 11 10=FPH
d2
£2 16T
£2
£2
82 18=FT
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b=a-1;
X86-64:

ARM aarché4:
RISC-V RV64:

b += (a >> 3);

X86-64:

ARM aarché64:
RISC-V RV64:

2021-10-23

VRS

lea
sub
addiw

sar
add

add
sraiw

HYfE)S

AT

ALEER (B

ecx, [rax-0x1]
wo, wo, #Ox1
ad,a0, -1

ebx, 0x3

ebx, eax

wo, wo, wl9, asr #3
a5,s0,0x3

8d
00
7d

cl
01
00
9b

™

48 ff
04 00 51
35

b 03

c3

Oc 93 @b
57 34 40
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53 3 FNF B B FRFu

P FTW— IF — ID —EX{—~ M —WB
AH_'_ “\d)lé i
3 g B
IESEF IR int a = 1;
Y X for(int i=0; i<10; i++) {
s %; %; a +=a * 2;
Y }
a *= rand();
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ROB: Reorder Buffer
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SEE
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iz
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SMT: Simultaneous multithreading

)
il

HEIZESRIT

AZFM— IF 1D R | sgpzen— | ROB—WB
SEFU IF 1 ID [ &5 RIFES 8T ROB—WB
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##tinclude <iostream>

int main() {
std::cout << "Hello World!" << std::endl;

}
0x80004000

Oxf5b( ),

$0x8,
Ox2f2b( ),
401060

)

401040 <std::ostream::flush()@plt>
$0x8,

J
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TLB: translation lookaside buffer

FEIRINER

PTW: page-table walker
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PIPT: physically indexed and
physically tagged

Unified L2 cache: i 8$FIEEEL R
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XM IF | ID R sz | . IROB—WB
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Shared and
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V
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Intel LI EENERE

Intel® Core Processor

Intel® Processor Graphics Gen9
k Command Streamer
. Global Thread Dispatcher function units

Slice: 24 EUs

I _ Fixed function units '

[Subslice: 8 EUs | Eﬂ'ﬂm BEUs | imvm. BEUs 4
L] .|

:
1

T

Display (=
Controller ¢=

Memory
Controller

sy System |
Agent,
Display &
' Engine & |
| Memory
 Controller

= ! including
IEE TSN BRI BRIE R =/ il Display, PCle
i ! and DMI 10s
¥ .

Shared L3 Cache** EEUSEN E i S uns
BIiFmIiNIFmiIni ‘

+ Memory Controller I/0
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« IR&EANTF: metadata processing
FRPREF=EEEEERNZEEA, FREIZS0 o k4
FAFID EE B, %R R

« ERITIESHERNIEE

SR, ﬁﬁﬁ% = ER.AAFID
FIEA BT == 0iE && A1
== ERA S8

ANERKML, i%—"—fJJ:W?!
AEEMRINNIES, ETHBRIESEaNiERT, FTHIT.
7% (metadata) FEEFMEUREFETE—EE.
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M. K. Qureshi. CEASER: Mitigating conflict-based cache attacks via encrypted-address and remapping. MICRO’18, 775-787
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TimgiA

processor :0

model name : Intel(R) Xeon(R) Gold 5220 CPU @ 2.20GHz
stepping :7

microcode :0x5003102

cpu MHz  :1000.000

cache size :25344 KB

physical id : 1

wp :yes

flags : fpu vme de pse tsc msr pae mce ¢x8 apic sep mtrr pge mca cmov

pat pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx pdpe1gb
rdtscp Im constant_tsc art arch_perfmon pebs bts rep_good nopl xtopology
nonstop_tsc cpuid aperfmperf pni pclmulgdq dtes64 monitor ds_cpl vmx smx
est tm2 ssse3 sdbg fma cx16 xtpr pdcm pcid dca sse4 1 sse4 2 x2apic movbe
popcnt tsc_deadline timer aes xsave avx f16¢ rdrand lahf Im abm
3dnowprefetch cpuid fault epb cat I3 cdp I3 invpcid single intel ppin ssbd
mba ibrs ibpb stibp ibrs_enhanced tpr shadow vnmi flexpriority ept vpid ept _ad
fsgsbase tsc_adjust bmi1 avx2 smep bmi2 erms invpcid cgm mpx rdt_a avx512f
avx512dq rdseed adx smap clflushopt clwb intel pt avx512cd avx512bw
avx512vl xsaveopt xsavec xgetbv1 xsaves cqm llc cqm_occup llc
cgm_mbm_total cgm_mbm local dtherm ida arat pln pts hwp hwp_act window
hwp_epp hwp pkg req pku ospke avx512 vnni md_clear flush I1d
arch_capabilities

bugs : spectre v1 spectre v2 spec_store bypass swapgs taa
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if (x <100)
y = array2[array_1[x] * 256];

o SZIREITHIXENVINT 100, FEFRHID ST
NZA S ERIT

o NE—MBHBEEREE, thalksee, y
{PAIR{E, {BRarray_1[500]3Ekr L2
N ZA 47 1sEENAY

e tbiMiRarray 1[500]=7,8BAarray2[7 ]S
=, FEAEF

o WHEBBEERFNEEKXlarray[7]1#%&F,
R¥EHarray 1[500] /97
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in-place (IP) vs., out-of-place (OP) PHT-CA-IP % )
mistraining Cross-address-space PHT-CA-OP % J

strategy

Same-address-space PHT-SA-IP [52, 50] )

Spectre-PHT

PHT-SA-OP
Spectre-BTB BN )

BTB-CA-IP [52, 18
Spectre-RSB Cross-address-space j{E [ ]J
Spectre-STL [32] ) Same-address-space )tg BTB-CA-OP [52] )

microarchitec-
tural buffer

Spectre-type

BTB-SA-TP )

-,
&
prediction Cross-address-space BTB-SA-OP [18] )
Transient Same-address-space RSB-CA-IP [62, 54] )
cause?

RSB-CA-OP [54] )

Meltdown-NM [83] )

fault Meltdown-US [59] )

Sault type

\

RSB-SA-IP [62] )

Meltdown-P [90, 93])

____________ - RSB-SA-OP [62, 54
Meltdown-RW [50] ) L ])

Meltdown-type

L S W, W, A, M, N N N W, V. W W A )

Meltdown-PK )

\

Meltdown-XD N\ |

S W N W, W, W W N WL, W, W N N S VL W W W W W W W W Y

L8 W W, W, W, W, W, W W LNV N WL, W W, . W . . W . . N

Meltdown-BR Meltdown-MPX [43])

Meltdown-GP [10, 40]) Meltdown-BND * )
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SHRRISATAFEMERT, BE2IARNE
ABTHIE, FRIBHEMEARD,
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BEXE, (5L
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— BN 7NE,
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HRR, S, THbo, REZE,

BifAiR&R, S, £FEE, RFENEE, AERITHE,
HRR, B% CHEREGRE, LERTEl.
BitARE, S, EHREHSNR, ATERE.
BifAiRR, S, FE—IKINE.
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