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Figure 2. Intel i7 memory hierarchy plus clock latency for the relevant stages
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space ASLR. IEEE Symposium on Security and Privacy, 2013, pp. 191—205.
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Algorithm 2: Prune with split: prune_split(C, x,w, ()

Input: C, candidate set; x, target address; w, number of ways; /, split
parameter.
Output: Minimal eviction set for x.

1 function prune_split(C,x,w,l)

2 while |C| > wdo

3 {G1,....G;} « split (C,I) ———nblocks (ITTITTTTITITITT

4 foreach G in {Gy.,..., G} do l \ \ \A\L
5 if test (C\ G,x) then w+igroups (THD (D OOIB OOID &EID
6 | C+C\G l l l l
7 end

. end remove 1 group (IO (WD (OIIW

9 end l / //
1 return C —nw/(w+1) blocks (MITATTITENTT)
1 end

£ FIRIRAVIR R 8 F R B A1 BT ] 2 28 B MO(N2) R E] T O(WN).

P. Vila, B. Kopf, J. F. Morales. Theory and Practice of Finding Eviction Sets. S&P’19, 39-54.

W. Song, P. Liu. Dynamically finding minimal eviction sets can be quicker than you think for side-
channel attacks against the LLC. RAID’19, 427-442.
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W. Song, B. Li, Z. Xue, Z. Li, W. Wang, P. Liu. Randomized Last-Level Caches Are Still Vulnerable to
Cache Side-Channel Attacks! But We Can Fix It, S&P’21.

T. Bourgeat, J. Drean, Y. Yang, L. Tsai, J. Emer, M. Yan. CaSA: End-to-end Quantitative Security
Analysis of Randomly Mapped Caches. MICRO’20, 1110-1123.
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W. Song, B. Li, Z. Xue, Z. Li, W. Wang, P. Liu. Randomized Last-Level Caches Are Still Vulnerable to
Cache Side-Channel Attacks! But We Can Fix It, S&P’21.
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W. Song, B. Li, Z. Xue, Z. Li, W. Wang, P. Liu. Randomized Last-Level Caches Are Still Vulnerable to
Cache Side-Channel Attacks! But We Can Fix It, S&P’21.




_[B8IRIR] X3S AT TR B2 Pl
; C AEHE

OFEFEMEIE

OEFEE, Escibhbetit, BE—3
OftILIREFNEE

OBARINE

OPrime+Probe, Flush+Reload

OFMILLCRIERFIIEE
OComplex addressing, f4iEeviction set
OBhfiitahE
OE=FRE
OEFIEINL

\_/

A

\
12021-2022%  0839X5MO5005H itEHFRLEEERS, E#H. kFw. ®E 2 44




L
OWMAIREL- FESETRE.

OUNERLLCARinclusiveBISZE(TA?

O A RIERELEXI B THAIZZM.




[

OMMIBEL- IESEE,
OE(CEI e eviction set

OUBLLCARinclusiveBIEAZETA?
®)y'6 CIEEZ N A

OAFERFENBEHERI= M0,
OIBNIER, MXKeviction setifE




