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RAEBREZLR: &iSH stack overflow
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RERRELMA: ifiH heap overflow

AR AFREFIRNAFELFIER, —RRBERFRESTEE
st (EREFMUIBISSTIEXAVEREEET) .

-

typedef struct {
int a;

void *£() |1&2%f()

int buf[8]; int b

int b;

void *f(); e B [ overflow
} some_t;
some_t *a = new some_t(); int a
a->f = abs(); // i MUEBiEs

a->f();«7/ Wﬂ’cﬁ A—EHIT T abs ()
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int b

_ int buf[]
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some_t *a = new some_t();
- - FAST BINS
some_t *b = a; l

free(a); // b FiJoEMEISE
.. ) BETHEY, ERaAREES
b->£(); // EESAOERT SISk
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;or;le;t *c = new some_t(); // cAIgERTHC 7 IRKalIZ=[E 0 B el —— [l <~ 5
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Base
oyt » Base vWTakle

wirtual function 1 ()= function1()
D1 objA = new D1(); B

D2 0bjB = new D2(); virtual function 2(); function2()
. // BEEL, (BobjA. _ vptrigMED2 Vtable
objA->functionl(); // SEFFH{T I Base::functioni() D1 publc Base
*_yptr; (inherited = D1 YTable

wirtual function (), - \ function1()

h function2() ——
{Igaglﬂélﬁ Ee-l-ltij% D2 public Base \
: Erj i;ﬂgjﬁﬁ *_wptr; (inherited » D2vTable
Oi‘j%ﬂ{j’ﬁ&g&, EB&H?&? wirtual function2();- fUﬂCtiDmU ——‘

. functionz()
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Symposium on Security and Privacy, 2013.
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FirefoxBI)EE(KER

~$ 1dd /usr/lib/firefox/firefox
linux-vdso.so.1l => (©x00007ffeb5bcadoo)
libpthread.so.9 => /1ib/x86_64-1inux-gnu/libpthread.so.9 (0x00007faeb58de000)
libdl.so0.2 => /1ib/x86_64-1linux-gnu/libdl.so.2 (0x00007faeb56da000)
libstdc++.5s0.6 => /usr/lib/x86_64-1linux-gnu/libstdc++.50.6 (0x00007faeb5358000)
libm.so.6 => /1ib/x86_64-1inux-gnu/libm.so.6 (©0x00007faeb5041000)
libgcc_s.so.1 => /1ib/x86_64-1linux-gnu/libgcc_s.so.1 (0x00007faeb4e39000)
libc.so.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (0x00007faeb4a6f000)
/1ib64/1d-1inux-x86-64.s0.2 (0x00007faeb5d31000)

~$ objdump -d /1ib/x86_64-linux-gnu/libc.so.6 | less
/1ib/x86_64-1inux-gnu/libc.so.6: file format elf64-x86-64

Disassembly of section .plt:

000000000001f7cO <*ABS*+0x8f14b@plt-0x10>:

1f7ceo: ff 35 42 48 3a 00 pushq ©x3a4842(%rip) # 3c4008
<_I0_file_jumps@@GLIBC_2.2.5+0x928>

1f7c6: ff 25 44 48 3a 00 jmpg  *0x3a4844(%rip) # 3c4010
<_I0_file_jumps@@GLIBC_2.2.5+0x930>

1f7cc: of 1f 40 00 nopl ©@x0(%rax)
00000000000117d0 <*ABS*+0x8f14b@Eplt>:

1f7de: ff 25 42 48 3a 00 jmpg  *0x3a4842(%rip) # 3c4018
<_I0_file_jumps@@GLIBC_2.2.5+0x938>

1f7d6: 68 Oc 00 00 00 pushq $0xc

1f7db: e9 e ff ff ff jmpqg  1f7c@ <__h_errno@@GLIBC_PRIVATE+0x1f75c>
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SHHENTHRS

2 208a0: 31 ff xor %edi, %edi
3 208a2: 89 do mov %edx, %eax
5 208a4: of 05 syscall
208a6: eb 8 jmp 208a0 <__libc_start_main@@GLIBC_2.2.5+0x160>
208a8: 48 8b 44 24 08 mov ox8(%rsp) ,%rax
208ad: 48 8b 15 bc 35 3a 00 mov ox3a35bc(%rip),%rdi
208b4: 48 8d 3d 94 bd 16 00 lea 0x16bd94 (%rip),%rdi
208bb: 48 8b 30 mov (%rax),%rsi
208be: 31 co xor %eax, %eax
208c0: ff 92 18 01 00 00 callqg *0x118(%rdx)
208c6: e9 13 ff ff ff jmpg 207de <__libc_start_main@@GLIBC_2.2.5+0x9e>
208cb: 4c 8b a8 68 01 00 00 mov 0x168(%rax),%ri13
208d2: 48 8b 05 27 35 3a 00 mov 0x3a3527(%rip),%rax
208d9: 45 31 e4 xor %rl2d,%ri2d
1 208dc: 48 8b 28 mov (%rax) ,%rbp
208df: 49 8b 45 18 mov ox18(%ri13),%rax
208e3: 48 85 cO test  Z%rax,%rax
208e6: 74 10 je 208f8 <__libc_start_main@@GLIBC_2.2.5+0x1b8>
208e8: 44 89 e7 mov %rl2d,%edi
208eb: 48 83 c7 47 add $0x47,%rdi
208ef: 48 cl e7 04 shl $0x4,%rdi
208f3: 48 01 ef add %rbp,%rdi
4 208f6: ff do callg *%rax
208f8: 41 83 c4 o1 add $0x1,%ri2d
208fc: 4d 8b 6d 40 mov ox40(%ri13),%ri13
20900: 45 39 e6 cmp %rli2d,%rilad
20903: 75 da jne 208df <__libc_start_main@@GLIBC_2.2.5+0x19f>
20905: e9 cc fe ff ff jmpq 207d6 <__libc_start_main@@GLIBC_2.2.5+0x96>
2090a: 66 Of 1f 44 00 00 nopw Ox0(%rax,%rax,1)
20910: 48 8d 35 c9 33 17 o0 lea 0x1733c9(%rip),%rsi
20917: ba 82 02 00 00 mov $0x282, %edx
2091c: $0x1,%edi

12019-2020% ‘ __E-ﬁ 18



IERSMITFI-EH (Gadget)

mov (%rax),%rbp

xor %edi,%edi

mov %edx, %eax gadget2:

callq *%rax xor %edi,%edi

syscall mov %edx, %eax
retq
gadgetl:
mov (%rax),%rbp
retq

retq:

rip = (rsp)

rsp = rsp + 8
gadget4:
syscall

On stack: et

A
. gadget3:

gadget4 callg *%rax

gadget3 retq

gadget2

gadgetl |<- rsp

Return Oriented Programming (ROP)



BofF (Gadget)

Q

o] FHRYECHF (Gadget)
OBBISERRNBRE: EINEE
OLAEHEHIEEERE : HhsE BinEF

4l

OFp(aYSERY : JEkiEsERIH
OReturn (ROP)
OLIRETARZERE, BidisHlteRisslbies Bin
OCall (COP)
OLIREGEsTARNERE, BITEdREgeitizsliaE iR

O pop %rax; call *%rax
OJdump (JOP)
OLAEH=BkEE SR, BiEEdlEEbEBR

Opop %rax; jump *%rax;
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B ITHIIERTERRIEEL

OEXER OmMHMT
OHR OHR W IR RUELR,
Reg, Mem Data, Mem Fesh 22 H ith
OitHE OitHE
Reg <= Reg op Reg Data <= Data op Data
OPC OPC
PC<=PC+4 Data <= Data + 4
Olk4e OHk4e
PC <=PC +imm Data <= Data + imm
OLDI/ST OLDI/ST
Reg <= [mem] Data <= [mem]

[mem] <= Reg [mem] <= Data
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RBRSRANERNEE

Oret2libc: EFHCR/ERE
O NV BRI FEMKER T CHTAERE
OEHIEFIFACIRERER
Ox86AY, FHEAAIEEIREESE, BRNE, K=hH

OROP: Return Oriented Programming
OFAtENE R Fretl e SEMFINE
Ot LERIF S
OXREFEMret ERAESHER

OCOP/JOP/COOP
OFIAE[ ZREEXFIFABREIEMRIEES
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OAddress Space Layout Randomization (ASLR)
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etProc res
Ex| ] calc
(Adversary) oadLibrar
etProc ")
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7] Initialize Memory Initial Code
Disclosure Pointer

Vulnerable Application
(w/ fine-grained randomization)

Scripting Facility

( Define Target Program )

(@, 'WinExec'):

| ) DiscloseByte() |

Interface
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AP| Functions
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( Parse ) Assign
- Select Instr's

Build
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callA
func

— funcb6

callB

—  func3

func?

callC
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funch
callA
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callB
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callC
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OFFSHITANEHR
OJ7eetast (void **)
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OCCFI: Cryptographically Enforced Control Flow Integrity
OffgigXiBEH A S EH A EERSHE
OFZNNBEH HFEFETFISAEN
O&ER— N2 H
O (p, *p, pid, ~version/time) -> MAC
ORBMACIRFEREIEMNE
O HZ\tafastwismad
OREMAC, WERAFF, #HEE!

OFth
OR—MMRIERFRIP, TRFIERTIRE
OMEZNERE
OFERIE
OtgiEtdE (p, *p, pid, ~version/time) -> MAC
ORFIMZEEE
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OCPI: Code Pointer Integrity
ONMZLbEkiS

OH:!

Ofnth

OB—MREAYER:

ZBIIRSFMHIEXIS:

BEHEERTF

A, JRFIERRE

OLLCCFIBYERENF—LE, (BERNEFETRE
OFEIE

OfiEEE (p, *p, pid, ~version/time)
OWEREE£X
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Capability

O Capability
OfF—/Mast (ZR1CHE) ZBBECRIPPR (Capability)
OFEtaEt (fatpointer) /fgfHRE
OFI BEEfEsHRTFEE R capability(5 2
OMAZA content

O3B spatial boundary
ORFE] version (validity/temporal boundary)

ONBR B4 TIRIcapability

OBth
ORISR EZ LB =2
OEFHMNA=EEEE
OSEIRNAAH?
O = Cambridge Cherry
OfFHFZ: MIT PUMP
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OBp
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O EBtEsT == 1%
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